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Motivations

« want to run an application, not an OS
* want a better operating system
e “operating system gets in the way”



FIRST HALF

what is an operating system



Summary of OS's

 drivers
- for enabling applications to run
- n*106 LoC

» optional goop defining relation between drivers
and applications

- for protection, resource sharing, ...
- 103 - 105 LoC
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SECOND HALF

what is a rump kernel



callers (i.e. “clients”)

rump
kernel

HIEESYSICINS
TCP/IP
device drvs
syscalls
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hypercall implementation

platform




rump (n):

small or inferior remnant or offshoot; especially: a
group (as a parliament) carrying on in the name of
the original body after the departure or expulsion
of a large number of its members



rump kernel (n):

small or inferior remnant or offshoot; specifically: a
monolithic OS kernel carrying on in the name of
the original body after the departure or expulsion
of a large number of its subsystems



A rump kernel does not provide
threads, a scheduler, exec, or
virtual memory, nor does it require
privileged mode (or emulation of it)
or Interrupts

> runs anywhere
> |Integrates into other systems



Walit, that doesn't explain where the
drivers come from

< anykernel (NetBSD)



AN EXAMPLE!

same thread ™
throughout entire stack application(s) unmodified POSIX
>{serspace code
(10" lines)
userspace libraries <
libc
rump kernel calls || syscaltraps unmodified
>NetBSD code
% 0 (~10° lines)
E o E (2}
L=/ ° T
rump 2y § 5
kernel o g0
Platform-independent
glue code glue code (~10* lines)
hypercall interface ‘
- - platform-specific
hypercall implementation —code (~10° lines)
e

e.g. Genode OS, Xen,
platform >-userspace, bare-metal,




THIRD HALF

(with operating systems, expect the unexpected)

how rump kernels happened



Step 1: RUMP (2007)
userspace fs framework

applicaﬂon (userspace part)

A
rump kernel  \ES emustub

unmodified file system driver

/ ad-hoc shims

£
hyéércall implementation

/ NetBSD userspace

userspace
y N O A A
syscalls, VFS, etc. # ernel
userspace fs framework | e system
(kernel part) : driver ;



Step 2: UKFS (2007) application (e.g. fs-utils)

UKFS

rump kernel  \yES emustub

Q: how hard can implementing unmodified file system driver
a few syscalls be?
A: very

ad-hoc shims

hypercall implementation

userspace

userspace



Step 3: alot
(2008 - 2011)

support for all driver
subsystems

Isolation from the host
stable hypercall interface
anykernel completed
production quality

rump kernels used for
testing NetBSD

no libc for rump kernels,
applications ran partially
on the host

application / service

'

hijack

\

syscalls, vfs, etc.

2 n

R
ump 2 5 g §
kenel o © 3 ©

glue code
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hypercall implementation

userspace




Step 3.5: visions (not an actual step)

ca. turn of the year 2011/2012:

“An anykernel architecture can be seen as a gateway
from current all-purpose operating systems to more
specialized operating systems running on ASICs. The
anykernel enables the device manufacturer to provide a
compact hypervisor and select only the critical drivers
from the original OS for their purposes. The unique
advantage Is that drivers which have been used and
proven in general purpose systems, e.qg. the TCP/IP
stack, may be included without modification as
standalone drivers in embedded products.”



Step 4: portability to POSIX
2007-2012, 2012-
buildrump.sh (2012-)



4 4STEP: beyond POSIX (201[234])



ASELT 6

180 ") Debugger - http://ftp.netbsd.org/pub/NetBSDYmisc/pooka/rump.jsfindex00.html

5 ]

cript rump kernel - M a Firefox Fri Nowv 21, 12:20 .

) Javascript ump kemel =

iR

S (€ ftp.netbsd.org/pub/NetBSD/n

Type help if you feel like you need some hel

Cmnd:
Arg1:|

Data:
Dolt! | Clear

Copyright (c) 1996, 1997, 1998, 1999, 2000, 2001
2006, 2007, 2008, 2009, 2010, 2011, 2012
The NetBSD Foundation, Inc. All rights rese
Copyright (c) 1982, 1986, 1989, 1991, 1993
The Regents of the University of California.

NetBSD 6.99.14 (RUMP_ROAST) #0: Sat Nov 3 18:28
pooka@T61: /home/pooka/src/nbsd/src/sys/r

total memory = unlimited (host limit)

timecounter: Timecounters tick every 10.000 mseg

cpu® at thinair®: rump virtual cpu

root file system type: rumpfs

/devffs: hostpath /test.ffs (14068 KB)

R | OO Inspector | » Console [# style Editor | @ Profiler | = Network ™ E] | & & ]t
P o 3 .2 <5 _mountrump.jsO0.txt:350069 Search scripts (Ctri+P) €1 [ - &
IT vdl PIL=pETTUL ﬂ
Sources STACKTOP = _ stackBase_;
return $52;
default: assert(0, "bad label: " + _ label );

}}

_ffs_mount _ffs_modemd["X"1=1;
rump.js00.txt:350069

function ffs mountfs($devvp, $mp, $1) {

_VFS_MOUNT var _ stackBase = STACKTOP; STACKTOP += 236; assert(STACKTOP % 4 == 0, "Stack

rump.jsO0.txt:21336

_mount_domount

rump.jsO0.txt:203592
_do_sys_mount

rump.jsO0.txt:221413

sys__ _mount50
rump.jsO0.txt:221198

_sy calll297
rump.jsO0.txt:112835
_rsys_syscall
rump.js00.txt: 102443
_rump__ sy...pl_mount50
rump.jsO0.txt:110579
_domount

rump.jso

_doinit rump.jsO

Module.preRun
ndex00.html:24

run rump.jsO0.txt:413359

removeRunDependency
rump.jsO0.txt:936

dataFile.onload

rump.jsO0.txt:413562

var _ label_;
- label .=2:
while(1) switch(_label ) {
case 2:
var $1;
var $2;
var $3;
var $4;
var $ump;
var $bp=_stackBase ;
var $fs;
var $dev=(_ stackBase )+(4);
var $dkw=({_ stackBase )+(12);
var $space;
var $sblockloc=(_ stackBase_ }+(220);
var $fsblockloc=(_ stackBase )+(228);
var $blks;
var $fstype;
var $error;
var $i;
var $bsize;
var $ronly;
var $bset;
var $needswap;
var $lp;
var $cred;
var $sbsize;
var $allocsbsize;
var $fshsize;
$2=%devvp;
$3=5mp;
$4=51;
$Shset=0;
$needswap=0;
$sbsize=8192;
var $5=%2;
var $6=((%5+152)|0);
var $7=%6;
var $8=HEAP32[(($7)>>2)1;
var $9=(($8+12)|0);
var $st$3650=((%9)|0);
var $1058=HEAP32[(($5153650)>>2]1;

Read ftp.netbsd.org




L A7.7753993]1 initiating »mp kernel bhootstrap

a Egaﬁ??ﬁ4ﬁzl Copyright {(c>» 1996, 1997, 1998, 1999, 280846, 28861, 28682, 28683, 280

L a7 .776494] 28086, 2887, 28688, 28489, 28018, 2811, 2812, 2813

L a7.7765251 The HetBED Fuundatlun, Inc. A1l r»ights reserved.

L 27.7765334]1 Copyright <(c» 1982, 1986, 1989, 1991, 1993

L dE?.??EEEE] The Regents of the Unluersitu of California. All »ights »rese

rved.

L 37.776635]1 HetBED 6.99.17 (RUMP-ROAST> #O8: Mon Apr 22 22:28:13 UTC 2813

L 27.77Te6611 rooka@uoidus: AFhomespookas"buildrump.sh/ 0bi 11k l1ibrump

L 27.776689]1 total memory = unlimited Chost 1imitd

L 27 .776923]1 timecounter: Timecounters tick every 18.08000 msec

L 27.776968] timecounter: Timecounter "rumpclk" freguency 188 Hz guality O

L 27.784151]1 cpud at thinaird: r»ump virtual cpu

L 27.7843211 cpul at thinair@: r»aumpep virtual cpn

L 27.784621]1 cpu2 at thinaird: r»umpep virtumal cpn

L 27.784996]1 cpud at thinaird: r»ump virtual cpu

L 27.923691]1 r»ump kernel hbhootstrap complete, scheduling demo

L 27.925928]1 IPve: ADDRCONF{NETDEWY_ _CHAHGE??: tunB®B: link bhecomes ready

L 27 .925399%1 bhbyrd: port 2(tund@) entered forwarding state

L 27.9268098]1 byrd: port Z2{(tund@?) entered forwarding state

L 28.9399533]1 dhcyp: wirtd: adding IPF addyress 18.8.2.17724

L 28.939966]1 dhcocp:!: wirt@: adding r»oute to 180.08.Z2.8°24

L 28.9399¥Y8]1 dhcp: wirtB: adding default r»oute via 18.08.2.2

L 28 .939989]1 lease time: 8648080 seconds

L 29.133318]1 wrote http reqgquest, r»v 16

L 29.311235]1 read 3872 bhytes

L 29.311235]1 that was an educational experience. we learned:

L 29.3112351 >
ﬂu95t1un5 about UGER's services: &lt;postmaster&#cd.,vger.kernel .orgigt;<{bn>
Fostmaster contact addPEEEEE as an YA HREF=-"yeal wvger—-postmasters.gif"*imaged

ar» — do prefer above given onedhbhr>

L Eﬁﬂ ANSWerns : A HREF="httep: " wuw. tux.orgs lknl ~"">*htte: A" wuw. tux.org 1kml A< 70 >
i

£ ——

<A HREF-mailto: honeu+l1l36667289530vger. kernel .org*mail to Honeuyd A 0>

n?iltu: hunaja+136667 2895 0vger. kernel .org

Bu{?gg others want <{A HREF="ho.html">email<~ A> to teach filters about sSspam.
LABODY >

;HHTHL}



i® dev 30 function ® not configured
.ndor ©x8086 product ©x2811 (ISA bridge, revision ©x03) at pci® dev 31 function
B not conf igured

endor 08086 product ©x2850 (IDE mass storage, interface OxBa, revision 0x03) a
pci® dev 31 function 1 mot configured

jendor GxBOB6 product ©x2829 (SATA mass storage, AHCI 1.0, revision 0x03) at pci
3 dev 31 fumction 2 not configured

vendor ©xB886 product Ox2B3e (SMBus serial bus, revision 0x03) at pci@ dev 31 fu
nction 3 not conf igured

dhcp: wmB: adding IP address 192.168.2.111/,24
dhcp: wm®: adding route to 192.168.2.0/24

dhcp: wm®: adding default route via 192.168.2.1
lease time: infinite

gol respomnse:
WTTP/1.1 288 OKF

Date: Wed, 13 Auy 2014 17:46:52 GMTF

Server: fApachesZ.4.18 (Unix)F

Last-Modif ied: Sun, 20 Jul 2014 11:30:00 GHTS
ETag: "4499-41e%e4191 1c46"T

fccept-Ranges: bytesl

Content-Length: 198651

Comnection: closel

Content-Type: text/html: charset=130-8859-1F
lomitting rest ...}
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? not configured
BxB8886

]ﬂﬁm m (USB serial bus, EHCI, revision 8x@4) at pci@

IxBc4f (ISR bridge, revision @x84) at pci@ dev 31 fu
: mass storage, AHCI 1.8, revision 8x84) at

i mx bus, revision 8x84) at pci@ dev 3



Step 5.1 rumprun
(2013, 2014) rump

kernel

device drvs
syscalls

file systems
TCP/IP

glue code
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hypercall implementation

platform




application(s)

userspace libraries

libc

rump kernel calls || syscahtraps

Step 5.2: rumprun
(2013, 2014) rump

kernel

device drvs
syscalls

file systems
TCP/IP

glue code
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hypercall implementation

platform




FINAL HALF

conclusions & other tidbits



All le gory technical detalls:

http://book.rumpkernel.org/

2" edition is work in progress
Wil be avallable as free pdf, hopefully printed too



Community

http://rumpkernel.org/

http://repo.rumpkernel.org/
- BSD-licensed source code

http://wiki.rumpkernel.org/

rumpkernel-users@lists.sourceforge.net
« #rumpkernel on irc.freenode.net
* @rumpkernel



The actual conclusions



You can make an omelette without
breaking the kitchen!
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